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This paper reports on Zoom Obscura — an artist-based design research project, responding to the ubiquity of video-conferencing as a
technical and cultural phenomenon throughout the Covid-19 pandemic. As enterprise software, such as Zoom, rapidly came to mediate
even the most personal and intimate interactions, we supported and collaborated with seven independent artists to explore technical
and creative interventions in video-conferencing. Our call for participation sought critical interventions that would help users counter,
and regain agency in regard to the various ways in which personal data is captured, transmitted and processed in video-conferencing
tools. In this design study, we analyse post-hoc how each of the seven projects employed aspects of counterfunctional design to
achieve these aims. Each project reveals different avenues and strategies for counterfunctionality in video-conferencing software, as
well as opportunities to design critically towards interactions and experiences that challenge existing norms and expectations around

these platforms.
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1 INTRODUCTION

Throughout 2020 and 2021, enterprise video-conferencing tools such as Zoom and Microsoft Teams became ubiquitous,
and facilitated not only remote work and education, but were rapidly adopted for all manner of personal and social
interactions, from pub quizzes and first dates, to religious gatherings and broadcasting funerals. The share price of Zoom
Video Communications Inc. more than quadrupled in the 18 months from Jan 2020; the Zoom mobile app was reportedly
downloaded more than 485 million times throughout 2020 !. Zoom suddenly had to manage not only remarkable user
growth, but also found that a platform, designed primarily for use in the workplace, was being adopted universally.”“We
did not design the product with the foresight that, in a matter of weeks, every person in the world would suddenly be working,

studying, and socializing from home. We now have a much broader set of users who are utilizing our product in a myriad of

Uhttps://backlinko.com/zoom-users
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unexpected ways, presenting us with challenges we did not anticipate when the platform was conceived.” - Eric. S. Yuan
(Zoom CEO, 2020)?

Video-conferencing has entered a new era, rapidly becoming both essential and normalized, developing its own
cultures, etiquettes and expectations. As a multi-disciplinary team of researchers based in the UK, working across design,
geopolitics, digital humanities and cybersecurity, we wanted to develop an exploratory research project in response to
the mass-adoption of these tools during the Covid-19 pandemic. Funded through a call for research projects related to
agency, negotiability and legibility in relation to personal data, “Zoom Obscura’ set out to address two primary issues.
Firstly, we were concerned with the remarkable volume of personal and biometric data — such as faces, voices, gestures,
chat scripts, home backgrounds — which was suddenly accessible to video-conferencing platforms such as Zoom, and
the opaque processes through which this data could be processed, analysed and ultimately monetised via the logics
of contemporary surveillance capitalism [76, 83]. Secondly, we were interested in how the functionality, affordances,
assumptions and design choices of such platforms, and Zoom specifically, could be countered or challenged to allow
users to regain agency in how they were represented, and how their personal data could (or could not) be exploited
by other users, or the platform itself. Building on the rich history of artistic interventions employed to counter and
critique surveillance and agency in relation to cameras and video recording we set out to commission and study seven

artistic and creative interventions in video-calling, with the following appeal:

""We seek artists, hackers and creative technologists who are interested in experimenting with creative
methods to join us in a series of online workshops that will explore how to restore some control and
agency in how we can be seen and heard in these newly ubiquitous online spaces. Through three half-day
workshops held remotely, we will bring artists and technicians together to ideate, prototype, and exhibit
various interventions into the rapidly normalising culture of video-calling in ways that do not compromise
our privacy and limit the sharing of our data. We invite interventions that begin at any stage of the
video-calling process — from analogue obfuscation, to software manipulation or camera trickery.” (Zoom
Obscura - Call for Participation, October 2020)
This research paper reports on Zoom Obscura and the seven resulting artist works through the lens of counter-

sé

functional design [63, 64]. Pierce and Paulos describes a counterfunctional thing as: *“a thing that exhibits features
that counter some of its own ‘essential functionality’ while nonetheless retaining familiarity as ‘essentially that thing’”’
(p- 375, [63]). For example, Pierce and Paulos experimented with cameras that produced extremely low-resolution
pictures, made photographs inaccessible, or created other artificial limits on how photographs could be taken or viewed,
thereby challenging and questioning functionality and qualities of digital cameras that are often taken for granted. As
an approach, Pierce and Paulos relate their work to other critical and adversarial design approaches [24, 26], and view
the imposition of limitations or ‘functional opposition’ as an opportunity to defamiliarize [8], critique, and generate
alternative propositions for technology design. Pierce’s ‘Camera Obscura’ series [64] was already a key reference in
the artists’ call for participation and, without directly employing Pierce’s approach, each of the artist interventions
developed some form of counterfunctionality to challenge various aspects of the Zoom assemblage.

In this paper, we employ counterfunctional design post-hoc as a lens to reflect on each artist’s project and make
three contributions to HCI and design research: 1) We detail a series of exemplars of counterfunctional design for
video-conferencing software; 2) We describe how particular strategies for counterfunctionality can be used to resist

surveillance and regain agency in the context of contemporary video-conferencing; 3) We identify several directions for

Zhttps://blog.zoom.us/a-message-to-our-users/
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the design of more diverse, alternative and critically oriented video-conferencing tools in everyday life. We now turn
to related work, before introducing the research context for Zoom Obscura, and our methodological approach to this
particular study. We then introduce each of the artist projects in turn, and consider how aspects of counterfunctionality
are developed in the work. Finally, we identify particular counterfunctional strategies to resist surveillance, and regain
agency; and reflect on how these projects reveal important features and design considerations for living with ubiquitous

video-conferencing.

2 RELATED WORK

In initial conversations with the artists, we shared a ’super-cut’ video produced by design agency BERG [53], depicting
examples of videophones in science fiction films as far back as the 1920s. From a design perspective the film clips
illustrate a far broader imagination of what videophones could look like, in contrast to “people talking to laptops —
constrained by the world as seen from webcam and a laptop screen” [42] — the primary experience of video-conferencing.
There are now numerous well-established software companies offering ‘video-conferencing’ (including Microsoft Teams,
Skype (also Microsoft), Google Hangouts, emphBlueJeans, Jitsi, however Zoom, launched in 2013, has leapfrogged rivals
such as Skype [78] to become a dominant platform. BERG’s film also highlights the extent to which Zoom’s success,
has built upon a century-long vision of personal and professional video-communication, and is dependent upon the
mundane proliferation of high-quality cameras, screens, devices, and networks.

Video-mediated communication (VMC) and ‘media space technologies’ [38, 74] have of course been a fundamental
area of HCI research — it would be considerably beyond the scope of this paper to attempt to chronologue all of this prior
work. However, in this related work section we aim to situate our design study and the artists’ work by: a) recalling
some of the recurrent concerns of fundamental HCI research on video-mediated communication, contemporaneous
studies of video-conferencing in HCI; b) discussing specific issues and challenges related to the experience of Zoom

during the Covid-19 pandemic; and c) surfacing inspirational art and design projects that we shared with the artists.

2.1 Video-Mediated Communication, and Media Spaces in HCI Research

We first wish to briefly identify some directions in prior HCI research that resonated with the aims of Zoom Obscura.
Dourish and Bly’s seminal 1992 ‘Portholes’ paper [25] described a novel system to share snapshots from a network
of cameras distributed across Xerox PARC offices that offered subtle awareness of colleagues activities. The gird
arrangement of these snapshots is starkly resonant of a Zoom call. The breadth of meaning and use derived from these
snapshots illustrates how rich even low-resolution video-communication can be. This is quite distinct to the continuous
drive and demand to optimize, manipulate and maximise the efficient transfer of high-resolution image and audio.
Indeed, HCI is replete with studies and prototypes of systems that sought to produce more naturalistic representations,
create a greater sense of ‘presence’ and ‘being there’ [1, 19, 39], or offering tools to creatively manage one’s ‘portrayal’
[19]. By contrast, Rintel [66] articulately describes how the ‘trouble’ and distortions of video-calling which are normally
viewed as problematic, can be appropriated and treated as opportunities by long-distance couples to perform relational
work. Noll [61] argues that AT&T’s picturephone [57] launched in the 1960s failed and was withdrawn from the market
primarily because consumers at that time saw ‘little incremental value compared to a telephone call — and perhaps even
negative value for some users.” In short, less (bandwidth, resolution, presence) can sometimes be more [46]. Our project
was concerned with the value of obfuscation and countering core functionality of video communication to protect
privacy and regain agency; we see here how communication, presence, and meaning can be managed and produced in

media spaces of varying, and often highly limited, resolution, bandwidth and visibility.
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Work in HCI on media spaces and VMC also attends to individuals' privacy, and their means to manage “ways
of being seen'$9 in more subtle and nuanced way42, 2§. Early accounts of media space technologies recount
the fraught trade-o s between availability, and awareness, and concerns around pervasive video-shgrdtgd1].
Describing deployments of another Portholes system in 1997, Lee é@@ldgscribe the following user concernBive
user reactions to Portholes consistently arise when we demo or recruit user groups. They include: 1) camera shyness; 2)
threat of surveillance; 3) loss of control over privacy; 4) lack of feedback and control of video images, and; 5) lack of support
for awareness of audiencg@.ee et al, pp. 388). These concerns are all entirely resonant with contemporary wariness
of a Zoom call in 2021. Similarly, Boyle et alq o er a comprehensive theoretical description of privacy factors
related to VMC based on prior work, highlighting in particular how individuals' desires for autonomy (control over
one's appearance, impression and identity), solitude (control over one's interpersonal interactions) and con dentiality
(control over other's access to information about oneself) are played out as enduring privacy concerns in VMC (p.107).

In recent years, as video-conference technologies have become steadily more pervasive, stable and accessible
much work has considered the implications and peculiarity of VMC in domestic settings @&.43[44 6Q) intimate
relationships (e.g48 55 586), or in particular working environments and communities of practice (e 4.16 49 67).
The CHI 2021 proceedings included several papers concerning the nature of remote communication, and a panel the
use of video-conferencing tool$§. These papers variously explored: novel and challenging contexts for use of video-
conferencing tools49; learning environments 10 81]; experiences of particular user groupg1]; and new interaction
techniques 85. However, looking beyond any one particular use case, the fundamental motivation and context for our
work has been to respond to the shift from video-conferencing as a particular situated event, to being the primary,
and in some cases the only place to socially interact, connect and collaborate with others on a daily basis. Heshmat
and Neustaedter's detailed study of video-conferencing between friends and family during the pandemic identi ed
that while participants enthusiastically experimented with these technologies, many were ultimately abandoned or
withdrawn from [4(. Furthermore, control and agency in how one participates and is portrayed remotely remains
paramount. Hence, this contemporary context brings concerns about personal privacy, portrayal and autonomy to the
fore.

2.2 Issues and Challenges of Contemporary Video-Conferencing

Several contemporary critiques of video-conferencing software have emerged in light of the pandemic. We will brie y
unpack three of the most relevant concerns here: the fatigue and lack of agency within Zoom; how one is seen and
presented through Zoom; and the potential for data collection and privacy violations.

Zoom Fatigues a term that gained currency throughout 2020 to describe the exhaustion experienced when video-
calling [69. Geert Lovink unpacks both the experiential and political nature of this phenomeris#h Which derives
from a combination of: too much screen time; requiring greater focus in the absence of other non-verbal cues; lacking
natural breaks between meetings that occur as one moves from one space to another; overcoming any issues of lag or
connectivity; and a hyper-awareness of one's own and others appearad,&§. Lovink's article also highlights the
weariness of engaging in personal and work life within the bounds of the same, limited interface. Choi and Diehm
further identi es this compression of all manner of human experiences into a single spacaesthetic attening'
[20. Describing the di culty of breaking the universal grids and frames imposed by Zoom, they rail agaihstman
expression compressed and attened into a 2D grid on a at screen and squeezed into frictionless design pEnadgms.’
concerns re ect the consequences of spending excessive time in these environments, and the lack of agency many

people feel they have in avoiding, limiting or reframing their use and expectations of these tools [6].
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Beyond the experiential challenges of Zoom, a deeper critique concerns the “Zoom gaze' the way Zoom constructs
particular views of their users, and shapes the way these users see themsg&fe€aines is partially concerned with
the way attendees in a meeting are confronted, incessantly, with their own self-image, encouraged to surveil, and
correct one's appearance for an optimal self-presentation. However, more deeply, they identify the illusion of control,
and the extent to which meeting hosts and the platform itself hierarchically hold power over how meeting attendees
appear. Hosts can for example spotlight attendees, unmute their microphones and even employ attention tracking
metrics. The attendee themselves often has limited understanding how a meeting will be con gured. Furthermore, the
ability to trivially record an entire meeting, has rapidly broadened the possibility and expectations to document and
retain all manner of otherwise personal conversations. While meeting participants are now noti ed when the host
records a meeting via Zoom, there is no way to know that other users are not unilaterally recording their own screen
and audio. This makes one's very appearance in a Zoom meeing, a tacit acceptance of the possibility of unconsented
recording.

This attention to "gaze']1] speaks to the risks and concerns of surveillance by both the platform, and other
attendees on a call. While the speci ¢ business model of Zoom is unclear, the platform has gained potential access to an
astonishing amount of biometric and personal data, usually associated with speci c identities, which can be processed
and rendered available for economic exchange. This data includes faces, voices, background surroundings, chat logs
and metadata about who users call and when. We ultimately do not yet know the full extent of how such vast data
could be exploited and monetized. However, the logics of surveillance capitalism make clear the potential value of this
“behavioural surplus'$Z produced through our daily dependence on video-conferencing tools. End-to-end encryption
is sometimes presumed as one antidote to such data extraction; however, Zoom has already conceded a class-action
lawsuit that acknowledges that promises of ‘end-to-end' encryption were falk pnd users' data was sold on to
Google, Facebook and LinkedIhd. Taking this into account, along with the scale and reach of Zoom as a platform, it
is therefore critical that we consider interventions and design that allow users to recognize and regain their agency as
they engage with these technologies.

2.3 Critical Art and Design for Video-Conferencing

There is a rich history of artistic interventions employed to counter and critique surveillance and agency in relation
to cameras and video recording. Monaha#] o ers a compelling review of how such work helps people re ect on
ways of being seen and support rethinking of individuals relations to wider systems of control and surveillance. In
addition to examples of adversarial desig®y], such as Mark Shepard@CD Not-Me Umbreffaor forms of camou age
art[58 (e.g. Harvey's CV Dazzlé¢) we were especially interested in tactical and pragmatic interventions that could
be widely appropriated (for example, Brunton and Nissenbaum's “user guide for privacy and pratgst'thctical
media’ [29 and “culture jamming' L§). Hito Steyerl's work How Not to be Se@réxempli es this, presenting a critical

and playful didactic Im based around lessons to make oneself invisiB§.[A number of artist projects speci c to
video-conferencing also emerged during the pandemic. Sam Levigne produc&atime Deletér a tool to immediately
remove Zoom from your computer if it detected it; arBbom Escapér a series of disruptive audio samples to be
played into a Zoom call, and provide an excuse to leave the call. Design agency Tellart introduced a series of "Panacea
Shttps://ivimeo.com/38001493

“https://cvdazzle.com/

Shttps:/iwww.tate.org.uk/art/artworks/steyerl-how-not-to-be-seen-a-fucking-didactic-educational-mov- le-t14506

Shttps://antiboredom.github.io/zoom-deleter
"https://lav.io/projects/zoom-escaper/
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experiments® prototyped interventions to produce unconventional means of collaborative communication through
video-conferencing.

HCI researchers too have increasingly drawn from and participated in design as an approach to critical inquiry
around surveillance, privacy and obfuscation. For example, Browne et al. developed the "*Camera Adversaria' a tool to
perturb the automatic surveillance of personal photography], which is presented as critical design, as well as being
a fully-functioning application. "‘Eyecam7[ is an anthropromorphic webcam which resembles and mimics a human
eye to draw attention to the potential relations between humans and sensing devices. Gatehouse and Clg}ting [
illustrate the particular challenges of undertaking research through design with networked devices, which as a material,
can become “inarticulate', resistant to the objectives of the designer. Nonetheless, this in itself, often reveals much about
the nature and power of networks themselves. In the realm of voice assistants, Desjardins2g &x@mplify how
performative experiments and transdisciplinary collaborations can reveal particular qualities and features of domestic
technologies. Through funding, supporting, and studying the work of a diverse group of independent artists we sought
to both produce usable creative interventions, probe the boundaries of Zoom as a networked technology, and engage in
performative experiments that reveal certain qualities of the Zoom assemblage in relation to surveillance and agency.

3 RESEARCH CONTEXT: ZOOM OBSCURA

Zoom Obscura was born in the summer of 2020, in response to a research funding call for projects related to agency,
legibility and negotiability in human interactions with data. We chose to focus in particular on the Zoom platform
given its rapid, international dominance as the leading video-conferencing software, and the diversity of its use in both
professional and personal contexts. We sought to work with artists to both produce impactful creative interventions,
and also to cultivate a critical and diverse community to re ect on issues of surveillance and agency.

In September 2020, we widely circulated a Call for Participation and received 33 expressions of interest from artists
across the UK, North America and Europe. These expressions of interest (500 words) included artists' CVs, described their
motivations and gave an outline of an intervention they would attempt. Four of the authors scored proposals for novelty,
signi cance, relevance and clarity. On this basis, we commissioned seven artists to take part, each paid ¢ 1000. We chose
artists who we hoped could work together, as well as independently, and chose projects that intervened across di erent
aspects of the Zoom assemblage, not only the camera. We aimed to include a mix of both accomplished technologists,
and performance artists. Finally, we ensured a diverse group of artists of varying career stages, backgrounds and
interests. Artists retained all of the rights to their work, however committed to a public exhibition of their project
at the end of the project, as well as providing a series of written and visual resources that the project team could
use to promote, analyse and re ect upon for research. The artists were very clearly briefed about the nature of the
project as research driven, and academically funded and consented to their work being used and identi ed through this
research. Pragmatically, Zoom Obscura took place over three collective workshops, all taking place as Zoom meetings,
in November 2020, January 2021, and March 2021. The rst workshop facilitated introductions, the second workshop
invited artists to share progress and initial demos, the third workshop required a ™ nal' presentation of a working
version of their project.

During the rst workshop, our technical consultant (David Chatting) sought to unpack the *Zoom assemblage' to
reveal potential points of intervention the artists might pursue to obscure and counteract Zoom's functionality. They
o ered a "Map of Zoom', resonant of other approaches to map networked technolo@i#is The map exhibits the

8https://www.tellart.com/projects/panacea
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Fig. 1. A Map of Zoom, presented to artists to inspire interventions in various layers of the Zoom assemblage.

nature of a Zoom meeting in a series of layers, from the framing of da Vinci's Vitruvian Man, situated in a particular
arrangement in front of a xed camera and screen, through a domestic Wi-Fi network, via an Internet Service Provider,
and beyond to a broader international network of servers (e.g. log les.zoom.us), through which it becomes unknowable
how personal data ows. The nal layer suggests the (largely unknown) external forces at the periphery of this network

the motivations and business models that enable and underwrite these platforms. Through these layers, the map
critiques how the Zoom assemblage partitions and interprets a human body in particular ways, and then renders this
visible, or not, to a wider network. In addition, technical resources presented to artists included how tpE‘u;é
to quickly prototype computer vision, the use of “virtual cameras' througpen Broadcast Softwifeand network
inspection tools such ad.ittle SnitchtL.

Zoom Obscura formally concluded with a "Launchpad' event in May 2021, to reveal and pro le the artists' work

publicly, alongside a series of commentaries. Each project produced a 5-minute video to introduce their work, as well as

Shttps://p5js.org/
Lohttps://obsproject.com/
Uhttps://www.obdev.at/products/littlesnitch/index.html
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images, relevant links and an artist statement for their work. We also produced a *How to' brocHutet anyone
could use to employ the artist's work in their own Zoom call.

4 ANALYSING ZOOM OBSCURA THROUGH COUNTERFUNCTIONAL DESIGN

This paper re ects on the Zoom Obscura as a whole, and speci cally the seven creative interventions produced. The
corpus of data that we draw upon for this analysis is diverse, and includes: original artist applications; recordings
and notes from three artist workshops; discussions and links shared in social cha(®lelsk) nal artist pieces and
statements; 5-minute videos produced by artists for the launch event; exhibition content; follow-up interviews with
three of the artists and a community partner who hosted a preview of the work; and two recorded “crit' sessions between
project team, taking place at the end of the project in July 2021. Facilitated as a structured conversation through a
shared interactive whiteboard, these crit sessions were based around a close reading of each project (resonant with other
approaches to design critique in HCB]). Speci cally, four of the authors identi ed and discussed their view of the key
themes of each project, the most novel and interesting aspects of the work, how the work could or should be used in
other contexts beyond Zoom Obscura, as well as our views on how the project could have been improved or taken
further. This critique helped us develop the core qualities of each intervention as well as the similarities and di erences
between them. From this initial broad randing critique, we sought to identify the role of counterfunctional design [62] in
these projects. Taken together, we treat these as a series of design studies of counterfunctionality in video-conferencing.
While counterfunctionality was referenced in the initial call, and brie ngs to artists, it was not explicitly instructed or
requested we wanted artists to follow their own instincts. However, we are using counterfunctionality in this paper
post-hoc as a lens to unpack what the various artist interventions are doing, and how they achieve their ends.

4.1 Analysing Counterfunctionality

We understand counterfunctionality directly through the formulation o ered by Pierce and Pau&®§4. Counterfunc-

tional design is deeply rooted in other traditions of experimental and avant-garde design, based on general strategies
of opposing familiar functional features of technology . It therefore shares many of the attributes of approaches such as
ludic [32, slow [36, adversarial R4 and critical [25] design, where familiar technologies and practices are “defamiliar-
ized', [8] and seen in a new light. Crucially, the approach aims to explore how opposing essential functionality can
reveal new potential experiences of a technology, without necessarily committing to a particular a priori critique or
approach. In this respect, the authors also propasminterfunctionality as a way of both interpreting existing artifacts
and approaching the design of new things377, 63) in this paper we use counterfunctionality as a way to interpret

the artists' projects, and to suggest new directions for the design of video-conferencing. Furthermore, counterfunctional
design is not simply critical and adversarial, but crucially seeks new functionality and design opportunities through
countering existing a ordances of a technology. Counterfunctionality hence embraces the value technological limi-
tations; in contrast to the emphasis Zoom places on high-resolution, multi-participant, and long-form, video-calling,
facilitating the unlimited possibility of working with anyone, from anywhere, at any time.

We sought to identify any counterfunctional aspects of the project, in particular, the “positive functions' and normal
expectations of Zoom that were being addressed, how exactly these were countered, and the consequences of that
counterfunctionality. This directly follows the schema o ered by Pierce and Paulos used to generate counterfunctional
designs for digital cameras:

12https://zoomobscura. les.wordpress.com/2021/04/how_to_zoom_obscura-3.pdf
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